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TYPEDEF STRUCT _MAC_CRYPTO_HEADER 
{ 

UINT16 INTELSIGNATURETIME; 
UINT8 RESERVED; 
UINT8 PCIREVISIONID; 
UINT16 PCIVENDORID; 
UINT16PCIDEVICEID; 
UINT16 PCISUBVENDORID; 
UINT16 PCISUBDEVICEID; 
UINT8 ORIGINALMACADDRESS [6]; 
UINT8 MACADDRESSMASK [6]; 
} MAC_CRYPTO_HEADER; 
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OEM SIGNS 
ETHERNET 
REQUEST WITH 
OEM PRIVATE 
KEY(Kop). (5) 



E(Kop, E(Kp,M)) 



MANUFACTURER 




YES 



OEM MESSAGE TEXT 
APPROVED. 
MANUFACTURER 
ETHERNET SIGNING 
AUTHORITY SIGNS 
THE OEM MESSAGE 
WITH 
MANUFCATURER 
PRIVATE KEY (Kp). (4) 
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/ ENCRYPTEd \ r32 
I MESSAGE IS r 

WRITTEN TO 

THE EEPROM. 
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FIGURE 3 
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DEVICE DRIVER 
LOADS AND READS 

THE ENCRYPTED 
MESSAGE, E, FROM 

THE EEPROM OR 
FLASH MEMORY. (1) 
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BASED ON THE OEM 
SUBSYSTEM ID, USE THE 
OEM PUBLIC KEY Kq^ AND 
MANUFACTURER PUBLIC 
KEY K^ TO DECRYPT THE 
MESSAGE E. (2) 
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FIGURE 4 



